ekey converter Wiegand ‘ key

Datasheet

ID153/254/0/116: Version 4, 23.11.2011

The ekey converter Wiegand is used for data-technical connections between the ekey net
system and a “Wiegand” system. Here, the data communication occurs uni-directionally
from ekey net to the foreign system “Wiegand” and never in the other direction.

&' Functions

e Sending access information to the foreign system immediately after access to

ekey net.
Access information: Wiegand_ID

&' Features

e The ekey converter Wiegand can only be operated in connection with ekey net

version 3.3 or above.
e Wiegand protocols
o 26 bit Wiegand
o Pyramid protocol
o User defined protocol

& Requirements for the customer

ekey net version 3.3 or above

&"Scope of delivery - art. no.: 100669 -
e ekey converter Wiegand
e Assembly and installation instructions
e Assembly set for ekey converter Wiegand
e 230VAC / 9VAC power adaptor

& LED Signals

LED Info
Green flashing
green

Orange / red flashing

Orange flashing

red

Description

Normal operation
Data sending

Firmware update

Lost of Connection to ekey converter LAN

Malfunction: e.g. NU

www.ekey.net
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& Wiring the ekey converter Wiegand

ekey net Finger scanner

NETZANSCHLUSS
MIT NETZADAPTER

ekey converter

WIEGAND
ekey net
ekey converter LAN ' * —» | LAN - network
(Ethernet)
R145

Attention

ekey converter WIEGAND doesn’t work over “Action Boundarys”. Therefore ekey net
Fingerscanner and the assigned ekey converter WIEGAND have to be located in the same
RS485 Bus. This means that both devices have to be connected to the same ekey
converter LAN.

& PIN allocation of the ekey converter WIEGAND

PIN ekey converter PIN ekey converter
No WIEGAND No. Wiegand
1 RS485B (KL1) 5 WIEGAND DO
2 RS485A (KL2) 6 WIEGAND D1
3 - VCC FS (KL3) 7 WIEGAND GND
4 + VCC FS (KL4) 8 not used

9 not used

10 not used

Cable specification:

ekey® recommends using the following cable for the electrical connection between the
fingerprint scanner and the ekey converter WIEGAND:

4-pin twisted pair (UTP and STP) cable as per DIN ISO 8482.

e.g. LiYY 4 x 0.14 or LiYY 4 x 0.25

The maximum cable length as per the specifications ekey net Spezifikation.pdf are not to
be exceeded.
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The respective voltage limits (maximum ratings) are also to be observed. The
device with the lowest voltage range defines the maximum ratings of the power
supply. It is, of course, also possible to power all components individually.

& Activation of Wiegand and the allocation of Wiegand
IDs in ekey net

The configuration of the ekey converter WIEGAND is carried out in ekey net software
version 3.3 or above.

Activating WIEGAND functions in ekey net

In order to configure the Wiegand functions in ekey net you require unlimited
administrator rights. Start ekey net Admin and under "Basic settings" -> “Options" ->
activate the field "Use Wiegand ID"
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Assistent And 1 Berechtigungen Anwesenheitsliste Ausgang Geratestatus Hilfe Optionen| Aktionen Ereignisse Gerdte Rechte Benutrerdaten Aufreichnung Updates
starten T en anzeigen anzeigen schalten
Wichtige Funktionen Grundeinstellungen
Terminals
= % Terminels Paradn AG Int, || ekey® TOCAnet Admin - Grundeinstellungen @
@ Australia - Parado AG - -
& Austria - Parada AG Optionen | Aktionen | Ereignisse | Gerste | Rechte | Benutzerdaten | Aufzeichnung | Updates
g Germany - Parado AG - optionen ~
|| i -Preih e Steuereinheit automatisch erstellen Ja
g Italy - Parado AG
Q Hetherlands - Parado AG Zeitfenster und Kalender beim Erstellen an alle darunkerliegenden Gruppen vererben Ja
& Slovenia - Parado AG Zeitfenster und Kalender beim Einfiigen an alle darunterliegenden Gruppen vererben Ja
Q Spain - Parado AG Zeitfenster und Kalender beim Léschen auch in allen darunterliegenden Gruppen lbschen Ja
| SwitzerlandiFL - Parado AG Eierechtigungen beim Kopieren von Terminals ader Terminalgruppen mitibernehmen [ Hein
Q UniFed Kingdom - Parado AG Berechtigungen beim Yerschieben (Einfilgen) won Terminals oder Terminalgruppen mit... Ja -
* Gelgschi Im Berechtigunasfenster nur Benutzergruppen verwenden [ Nein
Wiegand-ID v den Ja
Standardsymbal Fir Terminalgruppen @
Terminalfoto Keines
Timeout fir Filtereingabe (ms) 1500
Zeitpunkt Benutzeraktualisierung 01:30
+ | Benachrichtigungen
=/ Kalender
Benutzerdefinierter Kalender 1
Benutzerdefinierter Kalender 2
Berutzerdefinisrter Kalender 3
Benutzerdefinierter Kalender 4
Fanubzerdefinisrter Kalenrder 5 w - -
Wiegand-1D verwenden ‘ J Sl
Wiegand-ID in Terminal- und Benutzereigenschaften anzeigen
Schliefizn

The Wiegand function in ekey net is now activated. Next you have to define the Wiegand
protocol to be used.
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Defining the WIEGAND protocol

Wiegand has a very open protocol definition and allows the transfer of user-specific data
packages. ekey net has taken this openness into consideration so that you can freely
define the ID bit lengths and total lengths per terminal.

You can find the ekey CONVERTER Wiegand under “Basic settings” -> “Devices"” ->.
In the device templates you can now find a pre-defined ekey CONVERTER WIEGAND with
the standard 26-bit protocol.

> Total length = 26 (including start and stop bit)

» Fingerprint scanner ID bit length = 8

> User ID bit length = 16

i ekey TOCAnet Admin - Grundeinstellungen ==

| optionen | Aktionen | Ereignisse | Geréte | Rechte | Benutzerdaten | Aufzeichnung | Updates| pr—

A Ereignisse und

Ger&tevorlagen Terminaltype Gerate

9 ekey® TOCAnet L integra Fingerscanner ekey netL integra Fingerscanner

* ekey® TOCANet M Steuersinheit ekey net M Steuereinheit
* ekey® TOCAnet M integra Steuereinheit ekey net Mintegra Steuereinheit

* ekey® CONVERTER Wiegand ekey converter Wiegand H

* ekey® TOCANet Steusreinheit Mini ekey net Steuereinheit Mini
= Kiicken Sie hier fiir einen neuen Eintrag -

I Eigenschaften des Gerdts

Bezeichnung Geratetyp ekey® CONVERTER Wiegand
Terminaltype eke
Rechte LED

=I| Wiegandoptionen

m

0EM Kennung
=l | Gerateanschliisse

Benutzer-ID Bitlinge
Bitlinge der Benutzer-ID fir dieses Gerat

=] Schliefien

If your WIEGAND system is not able to work with this pre-defined device, due to the fact
that your system requires different bit lengths, then you can define your specific ekey
converter WIEGAND using the option “click here for a new entry”.

In addition to the 26-bit standard protocol, here you have 2 further options of defining
the protocol: (click on the entry field "protocol” under "Wiegand options")

- Pyramid: 39-bit protocol

- User-defined: here you can freely define all ID bit lengths.

Total bit length
Corresponds to the bit total from the OEM ID, fingerprint scanner ID and the user ID
plus 2 (start + stop bit).



OEM 1D bit length

This is the bit length of the OEM identification (= company_ID). The OEM identification is
used for the construction of organisation-spanning systems and this ID is used to
determine which company (organisation) a Wiegand package comes from.

ID length of the fingerprint scanner (device ID)
The ID length of the fingerprint scanner corresponds to the device ID and has to be
entered under the characteristics of the allocated fingerprint scanner.

User ID length
This is the number of bits in the user ID which is entered by the user.

Entering the individual IDs

= The IDs are entered as decimal values.
= If the binary value of the converted decimal value exceeds the available bit length,
then the extra bits are cut on the MSB side.

Example 1: (correct entry)
e.g. USER ID = 130, FINGERPRINT SCANNER ID = 98
Standard protocol 26 bit:  Fingerscanner ID bit length = 8
User ID bit length = 16
Fingerprint scanner ID bit 2 = MSB
User ID bit 10 = MSB
PE.... Even parity from bit 2-13
PO ... Odd parity from bit 14-25

Bit stream sent to the Wiegand system:

ID PE FINGERPRINT USER ID PO
SCANNER ID

Bit no. 1 2|34 |5|6 |7 |8 |9 10| 11| 12| 13| 14| 15| 16| 17| 18| 19| 20| 20| 22| 23| 24| 25| 26

Content | 1 of1j1/0j0j0j1j0jO0j0jOojo0oJjOjO|jO}jOj1|0O]JOjOJOjO]1]0]1

Example 2 (incorrect entry)
WARNING! Here an incorrect ID is sent!!! ekey net does not check the ID entered
with the bit length.
User ID-137 fingerprint scanner ID = 276
Standard protocol 26 bit:  Fingerscanner ID bit length = 8
User ID bit length = 16
Fingerprint scanner ID bit 2 = MSB
User ID bit 10 = MSB
PE.... even parity from bit 2-13
PO ... odd parity from bit 14-25
Bit stream sent to Wiegand

ID PE FINGERPRINT USER ID PO
SCANNER ID

Bit no. 1 2 (3|4 |5|6|7|8]|9]|10f 11| 12| 13| 14| 15| 16| 17| 18| 19| 20| 20| 22| 23| 24| 25| 26

Content | { |0O0]O)JOj1]jO0O|J1|/O|jOfjOfJO]jO]JO|JO|JO]JO]J]O|J1]O]JO]JOfJ1]O]JO]J1]O

With the fingerprint scanner ID the highest bit of 276 = 1 0001 0100 is cut and only 20
sent as the ID.

When entering the ID it is therefore absolutely necessary to pay attention to the
bit length, as ekey net does not check it!!



Entering the user ID
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2 & B » o %5 8 8
Assistent Berechtigungen Anwesenheitsliste Geritestatus  Hilfe Meue Neuer
starten anzeigen anzeigen Firma Benutzergruppe Benutzer
Wichtige Funktionen Benutzer
|Terminals Benutzer Parado AG Int. » Switzerland/FL - Parado AG » Users.ch |Benutzer
= % Terminals Parado AG Int. [ ] | = % Benutzer Parada 4G Int.
# 4 Australia - Parado AG = 82 Switzerland/FL - Parado AG
48 Austris - Parado AG Bezeichnung Beschreibung Status o] €2 Addmins.ch
4 4 Germany - Parada AG #9Farster, Reinhold (Reinhald, Forster@ParadoAG.ch) Akt 82 Users.ch
@ Hungary - Parado AG #IForstiechner, Reinhald (Reinhold. Farstlechner@e... Akkiv + §2 Spain - Parado AG
4 4 Italy - Parado AG #IFourel, Reinhald (Reinhold. Fourel@Paradof G ch) Akt # 82 Slovenia - Parado AG
# Metherlands - Parado AG #IFrana, Reinhold (Reinhold. Frana@ParadoAG.ch) Akfiv # 82 Metherlands - Parado AG
# &8 Slovenia - Parado AG #9Franke, Reinhold (Reinhold Franke@ParadoAG.ch) Akt # 8 Ttaly - Parado AG
@ Spain - Parado AG #IFranz, Reinhart (Reinhart. Franz@ParadoAG.ch) Aktiv | & §2 Hungary - Parado AG
# |  SwitzerlandfFL - Parado AG = - PR S EE— - - # 82 Germany - Parado AG
# @ Unitzd Kingdam - Parada AG # 82 United Kingdom - Parado AG
¥ Geldscht Eigerschaiten | Mitglied van | Berechiigungen ® 82 Austria - Parado AG
¥ 83 Australia - Parado AG
-/ Eigenschaften - Aktiver Benutzer L] ¥ Geldscht
Bezeichnung Farster, Reinhold (Reinhold. Forster@ParadoAG.ch)
Beschreibung
Varname Reinhold
Machnams Farster
Interne Benutzer 1D 220
a
Status @ #ktiv (1 Finger vorhanden)
O Dealtiviert
ML\ v

Select the user to be recorded under “User” and enter the “Wiegand user ID"” as a
decimal figure under “Characteristics”.
Pay attention to the bit length!! (see “Entering the individual IDs")
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Entering the FINGERPR

S TV G r.cicin=teiiungen) BERE
=2 73{ /‘) ‘o ﬁ ) [\) 1
% o ] \ — g :
(4 < S L © O > D @m [ g
Assistent Berechtigungen Anwesenheitsliste Ausgang Gerdteststus Hilfe | Optionen Aktionen Ereignisse Gerate Rechte Benutzerdaten Aufzeichnung Updates
starten anzeigen anzeigen  schalten
Wichtige Funktionen Grundeinstellungen
[rerminats Terminals Parado AG Int. » Austria - Parado AG » HQ Linz » BG63 » 1 st Floor » Thr Terminalserver » Ihr Konverter A
= % Terminals Parado AG Int. L=
# & Australia - Parado G
= @ Austria - Parado 4G Bezeichnung Beschreibung Type Status ~
= EJ HQLinz
= % Baes
=) : 1 st Floar
= 8 1hr Terminalserver
o Thr Kanverter
5 & Germany - Parada AG
# @ Hungary - Parado 4G
4 Ttaly - Parado 4G b
7 8l Netherlands - Parado A -
] Eigenschaften | Zutittsherechtigte
5 & Slovenia - Parado AG i
# @ Spain - Parado AG 2
5 & switzerlandjFL - Parado G Gerdtetyp ekey® TOCANet L Fingsrscanner
# 8l United Kingdom - Parada AG Fingerscanner Seriennummer 800736-3707-0000
X Geloscht D ]
Zugeordnete Steuereinheit Keine
Zubrittstype 1 Finger
Maximale Fingeranzahl 2000
Fingerprifung Fingerscanner
Wartezelt nach Zukritt {in Min) 0
Lageplan
Korto Web-Aufzeichnung 2
01.001.2005 % 31122009 2 )]
%) 16.01.2008 05:40:45 Adrin logon ? A
%) 16.01.2008 05:49:07 Admin logon ?
%) 16.01.2008 10:41:33 Admin logon ?
%) 16.01.2008 15:07:29 Adrin logon ?
%) 16.01.2008 15:07:40 Adrin logon TOCAsdmIn
%) 16.01.2008 15:32:58 Adrin logon TOCAsdmIn v

In terminals select the fingerprint scanner which is to send the identification data to the
Wiegand system. Under the “Characteristics” of the fingerprint scanner, define the
“Wiegand ID” (=Fingerprint scanner ID) and under "Allocated control panel"” define
the corresponding ekey converter Wiegand.

Pay attention to the bit length!! (see “Entering the individual IDs")
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Parity bits (the first and last bits of the Wiegand data package) are
automatically calculated by ekey net and do not have to be taken into account
when entering the IDs.

& Technical data (maximum ratings)
General data (MAXIMUM Ratings

Technical data Unit
ekey converter WIEGAND

Power supply V A/C 8-24

V D/C 8-30
Power input W approx. 1
Temperature range °C -20 to +70
Protection class 1P20

Voltage limits for DO, D1, LED1 and LED2
D0 and D1 are open collector outputs. The corresponding load of the master system

(receiver) has to be adjusted respectively.
Value ‘Unit Min. Max.

VoL (output low) \Y 4.0 5.5
Voh (output high) \Y 0.0 1.0
Iol (current output low) mA -1.0 0.0
Ioh (current output high) mA -25.0 0.0

Signal waveform on DO and D1

Data 1 Signal
(White Wire) \ppp — —

Data 0 Signal
(Green Wire) yony == =——— ==~

Tpw time pulse width Hs 20 30 100

Tpi time pulse interval ms 1 2 20

wekey

ekey biometric systems GmbH
LunzerstraBe 89
A- 4030 Linz

Subject to optical and technical amendments, as well as printing and typing errors



